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Summary
This guide will provide guidance on setting up a OpenVPN Site-to-Site VPN between a
pfSense and Mikrotik devices.

e Hyper-V lab was setup to implement and test the solution.
¢ IP addressing configuration is intentionally selected as close to vendor defaults.

¢ Firewall rules are intentionally lax for proof of concept and should be adjusted based

on real world implementation.
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Get started Openin app

flexible configuration of the two devices, the Mikrotik support for OpenVPN is limited so

it is configured as the client device that will dial out.

OpenVPN uses certificate authentication, a CA cert is created on the pfSense machine

which will sign two certificates for the configuration, the first a server certificate for

pfSense and the second a client cert for the Mikrotik.

1. Create CA cert on pfSense device.

2. Create Server certificate for pfSense OpenVPN server.

3. Create Client certificate for the Mikrotik OpenVPN client.

Additional certificate details are not completed in this documentation, but would be

configured based on implementation.

WARNING: The "adrmin’ aocoent pasaward i ae1 1o the default value, Ch
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Create OpenVPN Server

OpenVPN server is created on the pfSense device, important settings for Mikrotik

compatibility:

e Server mode Peer-to-Peer.

e Protocol changed to TCP.

anga the password in the User Manager
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e TLS Key disabled as it’s not supported on Mikrotik.
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e AES-256-CBC added to NCP.
o Auth digest algorithm changed to SHA1.

o ATPv4 Tunnel Network is set. (This should be a new unique network, pfSense
documentation uses 10.0.8.0/24).

e IPv4 Local networks are set. (The networks on the server side that need to be

accessed remotely).

o IPv4 Remote networks are set. (The networks on the client side that need to be

accessed remotely).
o Compression is set to Omit Preference.

¢ Logging level set to 4 for troubleshooting.

Status / Dashboard +@
System Information FoD MNetgate Services And Support o0
Nama piSense localdomain
Contract bype
User admin®192.168.60.49 (Locsl Database)

System ail Maching
Bl R NETBATE AND piSense COMMUNITY SUPPORT RESOURCES

EIDS Wendor: American Megatrends Inc.

¥ . 090008 | i

apaliance fram
Release Da i 1
elease Date: Fri Dec 72018 ed Comamunity Support 8t the point of sabe or

Varsion 2.4.4-RELEASE-p3 [amd6d) wn hardware, you have access to various

it o Wed May 15 18:53:44 EDT 2019 community support resources. This includes the NETGATE

FresBSD 11 2-RELEASE-p10 RESOURCE LIBRARY

EY Upgtede 10 & Netgate Global Suppon

et st SRR ey . We're always onl Our team is staffed 24x7x365

fr i 1' bkl e bbbt Ml and cammitted to delivering emerprise-class, worldwide

UTE 2019

l = support at a price point that is mone than competitive when
CPU Type & 3.60GH: compared to others in our space.
= Upgrade Your Suppert = Comemunity Suppert Resaurees
Kamal PTI Enabled » Netgate Global Supp
Uptime 00 Hour 06 Minutes 30 Sgconds
Current Wed Sep 11 51528 UTC 2019 Ser / o S L
date/time
DNE server(s) + 127.0.0.1
. 1621686049 I yous decide to purchase a Nelgate Global Suppornt
subseription, you MUST have your Heigate Device ID

Last config Wed Sep 17 5:13:24 UTC 219 (NDH} from your fuewall in crder te validate suppaort for this

Export client cert for Mikrotik

Export the Mikrotik client cert as a p12 file so it will include the CA cert as a bundle and
transfer it to the Mikrotik so the OpenVPN client can be setup.

Flisense
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Setup Mikrotik OpenVPN client
Upload the P12 client certificate file to the Mikrotik and import it into System-

> Certificates, they should be renamed for easier OpenVPN client configuration.
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Create a new OpenVPN client interface on the Mikrotik with settings to match OpenVPN

Server:

Connect to set to WAN IP of pfSense device.

e A username needs to be set but is not used.

Auth is set to SHAL.

Cipher is set AES-256

The correct Mikrotik client certificate selected.

It will attempt to dial the OpenVPN server, but it will be blocked by pfSense default WAN

firewall rules.
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Update pfSense WAN Firewall Rules

Allow access to the OpenVPN server ports which have been configured on TCP1194, if
the WAN address of the Mikrotik is static, configure the rule to this source IP.

Flisense
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Confirm OpenVPN connectivity
Once firewall rules have been added to allow traffic on the OpenVPN port between the
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server and client, the Mikrotik should be able to obtain a connection.
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Update pfSense OpenVPN Firewall Rules

A new tab will appear under pfSense firewall rules for the OpenVPN interface, in this
example all traffic is allowed, during implementation only traffic required to be allowed

over the VPN should be allowed. (Rules added for incoming traffic to pfSense)
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Add Client Specific Overrides for Mikrotik subnets.
Although all the local/remote subnets have been added to the pfSense OpenVPN server

configuration, it doesn’t know which clients have which remote subnets and will drop
the incoming traffic because it’s not in the OpenVPN routing table for that OpenVPN
client.

A client specific override is added to the pfSense OpenVPN configuration, this is
matched based on the certificate name the client is using, it’s best practice to use unique
names/certificates for each client during implementation which identify the site/client
clearly.

Because the OpenVPN client should be connected you can use the pfSense OpenVPN
status page to copy and paste the exact certificate name of the connected OpenVPN
client. Important settings are as follows:

o Common Name is set to the client certificate name.
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The OpenVPN server is restarted to force the OpenVPN client to reconnect and apply the

changes, the network routes will now appear in the OpenVPN routing table in the status

page.
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Network Connectivity Testing

Traffic should now be routing over the OpenVPN connection and not blocked by any

firewall rules, perform connectivity testing to ensure the traffic is allowed as expected.
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